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NMAMSATKA «O MEPAX BE3OIMACHOIo UCnoJjib30BAHU BAHKOBCKUX KAPT>»

CobntopeHne pekomeHzaumid, conepxatluxcs B MamsiTke, N03BONNUT 06eCcrneynTb MakCMManbHy COXPaHHOCTb 6aHKOBCKO KapTbl, ee pekBu-
3uT0B, MVH 1 Apyrux AaHHbIX, @ Tak>Ke CHU3UT BO3MOXHbIE PUCKM MPU COBEPLLIEHUM OnepaLinii C UCnonb3oBaHWeM 6aHKOBCKOMN KapTbl B 6aHKO-
marte, Npu 6e3Han1yHoii onnaTe TOBapOB W YC/YT, B TOM YMC/e Yepes ceTb IHTepHeT.

O6Lme pekoMmeHaaLUn

1. Hukorpa He coobuuaiTe MUH TpeTbum nuuam, B TOM Yucne poacTBEHHUKAM, 3HAKOMbIM, COTPYAHUKAM KPeAMTHOW OpraHu3aumm, Kaccupam
¥ nnLam, nomoraroLnm Bam B ncnonb3osaHum 6aHKOBCKOMN KapTbl.

2. MH Heo6X0AMMO 3aMOMHUTbL UN B CyYae, eCM 3TO ABNSETCS 3aTPYAHUTENbHbIM, XPaHUTb ero OTAENbHO OT 6aHKOBCKOI KapTbl B HESIBHOM
BUAE N HEAOCTYMHOM AN TPETBUX NNLL, B TOM YKC/Ie POACTBEHHUKOB, MeCTe.

3. Hukorpa Hu npu Kakvx 06CTosTeNbCTBax He nepefaBaiTe 6aHKOBCKYHO KapTy A/ UCMONb30BaHWs TPETbUM NLAM, B TOM YUCTIE POACTBEHHU-
kam. Ecnin Ha 6aHKOBCKOI KapTe HaHeceHbl pamunns u UMs Ppr3nyeckoro nnua, To TONbKO 3TO Pr3nYecKoe NULO MeeT NPaBo UCMONb30BaThb
6aHKOBCKYIO KapTy.

4. Mpw nonyyeHUn 6aHKOBCKOW KapTbl pacnumLUNTECh HAa ee 060POTHOW CTOPOHe B MeCTe, NpefHa3HaYeHHOM /15 NOANUCK AepxaTens 6aHKoB-
CKOW KapTbl, €C/IN 3TO NPeAyCMOTPEHO. ITO CHU3UT PUCK UCMOMNb30BaHMs 6aHKOBCKOI KapTbl 6e3 Ballero cornacusi B ciiyyae ee yTpartbl.

5. bynbTe BHUMaTENbHbI K YCOBUSIM XpaHeHUsl 1 UCNonb3oBaHUs 6aHKOBCKOM KapTbl. He noaBepraiiTe 6aHKOBCKYIO KapTy MexaHWYecKum,
TeMnepaTypHbIM U 3MEKTPOMArHUTHbIM BO3LENCTBUAM, a Takxke n3beraiTe nonagaHus Ha Hee Bnaru. baHKOBCKYKO KapTy HeNb3si XpaHuTb
pPAZOM C MOGUNbHLIM TenecoHOM, GbITOBO 1 OUCHOI TEXHUKOMN.

6. TenedhoH KpeaMTHOM opraHu3aumn — 3MuTeHTa 6aHKOBCKOW KapTbl (KPeAUTHO opraHu3aumm, BbigasLueil 6aHKOBCKYHO KapTy) yKasaH Ha
060pOTHOI CTOpOoHE GaHKOBCKOW KapTbl. Takxke Heo6XoaMMO BCeraa UMeTb npu cebe KOHTaKTHble TeneoHbl KPeAUTHOM opraHusaumm —
IMuTEHTa 6aHKOBCKOW KapTbl U HOMEP 6aHKOBCKOW KapTbl Ha APYrvX HOCUTENsSX UH(OPMaLMM: B 3anUCHOW KHUXKE, MOBGUIbHOM TenedoHe
U/Vnn opyrux HOCUTENsSX MH(OPMaLMK, HO He PSAOM C 3anuchbto o MKH.

7. C uenbto NpefoTBpaLLeHnst HenpaBOMEPHbIX AEMCTBUIA NO CHATUIO BCEl CYMMbl A€HEXHbIX CPeACTB ¢ 6aHKOBCKOro cyeTa LienecoobpasHo
YCTAHOBUTb CYTOUHbIN IMMUT Ha CyMMy orepauuii no 6aHKOBCKOI KapTe 1 OfLHOBPEMEHHO MOAKMOUNTL MEKTPOHHYIO YCyry OMOBELLEHUS O
npoBeAeHHbIX onepauusax (Hanprumep, onoeeLLeHre NocpeacTBomM SMS-coobLLEHNI MU UHBIM CNOCOBOM).

8. Mpw Nony4eHnn NpocbObl, B TOM YUCIE CO CTOPOHbI COTPYAHMKA KPEAUTHOM OpraHu3aLmm, COo6LLUMTL NepCoHanbHble AaHHbIe WU MHopMa-
umio o 6aHkoBckoi kapTe (B Tom umncne MUH) He coobuyaiite ux. MNepe3BoHNTe B KPeAUTHYIO OpraHn3aumto — 3MUTEHT 6aHKOBCKOW KapTbl
(KpeouTHYtO opraHu3aumio, BbiaasLLyto 6aHKOBCKYHO KapTy) 1 coobLMTe 0 AaHHOM hakTe.

9. He pekomeHpyeTCs OTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMeHU KPpeAMTHO opraHn3aumu (B TOM YMcie KpeauTHOW opraHn3aumm
— 3MUTeHTa 6aHKOBCKOW KapTbl (KPeauTHOWM opraHu3auuu, BblaaBluell 6aHKOBCKYHO KapTy) npefnaraetcsi NpefocTaBuTb MepcoHanbHble
faHHble. He cnepyite no “ccbinkam”, ykasaHHbIM B MUCbMax (BKOYAs CCbINKM Ha CANT KPeAUTHON opraHu3aumm), T.K. OHW MOTyT BECTU Ha
CaNTbl-ABONHUKMN.

10. B uensx nHhopmMaLMOHHOro B3aMMOLENCTBUS C KPeAUTHOW OpraHv3aumnen — SMUTEHTOM 6aHKOBCKOW KapTbl (KpeauTHOW opraHu3aumu,
BblAaBLUell 6aHKOBCKYH KapTy) PeKOMeHIyeTCsl UCMO/b30BaTh TOMbKO PEKBU3UTbI CPeACTB CBA3U (MOBUMbHBIX U CTaLMOHapHbIX TenedoHOB,
(haKcoB, MHTEPAKTUBHbIX web-cailToB/nopTanos, 06bIYHON U 3MEKTPOHHON MOYTbI U Mp.), KOTOpble yKa3aHbl B JOKYMEHTaX, Mony4yeHHbIX
HenocpeacTBEHHO B KpeAUTHOM OpraHu3aummy — 3MUTeHTe 6aHKOBCKOMN KapThl.

11. MomHuTe, 4TO B Cnyyae packpbiTus MVIH, nepcoHanbHbIX AaHHbIX, yTpaThl 6aHKOBCKOM KapTbl CYLLIECTBYET PUCK COBEPLLIEHWS HeNnpaBoMep-
HbIX A€CTBUI C ieHEXHbIMM CPEACTBAaMM Ha Baluem 6aHKOBCKOM CYeTe CO CTOPOHbI TPETHUX /UL,

B cnyyae ecnu umetotcs npegnonoxenus o packpbitum MIH, nepcoHanbHbIX AaHHbIX, MO3BOMSAIOLLMX COBEPLUMTb HENMPaBOMEpPHbIe AeACTBUS C
Balumm 6aHKOBCKMM CHETOM, @ Tak>Ke ecniv 6aHKOBCKas kapTa Obina yTpayeHa, He06X0AMMO HeEMeAIEHHO 06PATUTLCS B KPeAUTHYH OpraHu3a-
LMI0 — 3MUTEHT GaHKOBCKOM KapThbl (KpeAUTHYIO OpraH13auumio, BbiAaBLuyto 6aHKOBCKYHO KapTy) 1 ClefoBaTh yKa3aHUsaM COTPYAHUKA AaHHOW
KpeauTHOW opraHu3auuu. [1o MOMeHTa 06paLLeHnsi B KPEAUTHYIO OpraH13aLmio — 3MUTEHT 6aHKOBCKOW KapTbl Bbl HeceTe puck, CBA3aHHbIi ¢
HeCcaHKLMOHMPOBAHHbIM CMIMCaHUEM AeHEXHbIX CPeACTB ¢ Ballero 6aHkoBckoro cyeTta. Kak npaBuno, CornacHo ycioBrsiM OroBopa C KpeauT-
HOV1 OpraH13aLyen — sMUTeHTOM GaHKOBCKOM KapTbl AieHEXHbIe CPeACTBA, CNCaHHble C Ballero 6aHKOBCKOro cyeTa B pe3y/bTaTe HecaHKLUMO-
HUPOBaAHHOIO UCMONb30BaHWs Baluein 6aHKOBCKON KapTbl 0 MOMeHTa YBEAOM/IEHUS 06 3TOM KpPeaUTHON OpraHM3aumm — 3mMuUTeHTa GaHKOB-
CKOW KapTbl, He BO3MELLAIOTCS.

PekomeHpaLum Npu CoBepLLEHMN onepaLmii ¢ 6aHKOBCKOM KapToi B 6aHKomaTe

1. OcyLecTBNsAINTE ONepauum C UCMonb3oBaHWeM 6aHKOMAaTOB, YCTaHOB/EHHbIX B 6€30MacHbIX MecTax (Harnprmep, B roCyAapCTBEHHbIX yYpexk-
AeHusX, NoapasfeneHnsx 6aHKoB, KPYMHbIX TOProBbIX KOMMeKcax, FoCTUHMLAX, a3pornopTax 1 T.n.).

2. He ncnonb3yiiTe ycTpoiicTBa, KoTopble TpebytoT Beoaa NUH ans goctyna B nomelLeHve, rae pacnonoxeH 6aHkomar.

3. B cnyyae ecnu no6nmsocTu oT 6aHKOMaTa HaxoAsTCsl MOCTOPOHHWE UL, CnefyeT BblibpaTb 6onee NoaxXoAsLee Bpems A/1s UCMONb30BaHUs
6aHKoMaTa 1nu BOCMonb30BaTbCs APYrum 6aHKOMaToM.

4. MNepepn, ncnonb3oBaHuem GaHKOMaTa OCMOTPUTE €ro Ha Hanuuue LOMONHUTENbHbIX YCTPOINCTB, HE COOTBETCTBYIOLLMX €ro KOHCTPYKLMU U
pacrnonoxeHHbIx B MecTe Habopa MNH 1 B mecTe (Mpope3b), NpeaHa3HauyeHHOM A1 npuema KapT (Hanpumep, Hanu4yne HepPOBHO YCTaHOBIIEH-
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HHO1 KnaBmaTypbl Habopa MNH). B ykaszaHHOM cryyae BO3AepXXMUTeCh OT UCMOMNb30BaHKs Takoro 6aHkoMaTa.

5. B cnyyae ecnu knaBuaTypa unu MecTo Anisi nprema KkapT 6aHkomaTa 060pynoBaHb! LOMOMHUTEbHbIMK YCTPOMCTBAMMU, HE COOTBETCTBYHOLLIN-
MU ero KOHCTPYKLMK, BO3AEPXKUTECH OT UCMOMb30BaHWUs 6aHKOBCKOW KapTbl B JaHHOM 6aHKoMaTe 1 CoobLMTe O CBOMX NOAO3PEHUsX COTPYA-
HVKaM KpeauTHOW opraHu3aumum no tenedoHy, ykazaHHoMy Ha 6aHKomarTe.

6. He npumeHsiiTe husnyeckyto cuny, 4Tobbl BCTaBUTb 6aHKOBCKYHO KapTy B 6aHkomaT. Ecnv 6aHKoBCKas KapTa He BCTaBMSETCS, BO3LEPXUTECH
OT MCMOMb30BaHUs Takoro 6aHkomara.

7. Habupaiite MVH Takum 06pa3om, 4ToObl Ntoau, HaxoasLImMecs B HenocpeacTBeHHOM 611M30CT1, He CMOru ero yeuaeTsb. Mpu Habope MAH
NpUKpbIBaiiTe KNaBmaTypy pyKoin.

8. B ciyyae ecniv 6aHkomart paboTaet HeKOPPEKTHO (Hanpumep, A4ONToe BPeMst HAXOAMUTCS B PEXUME 0XXMAAHMs!, CAMOMPOU3BO/ILHO Nepesarpy-
XaeTcs), cneflyeT 0TKa3aTbCs OT MCMNOMb30BaHMA Takoro 6aHKoMaTa, OTMEHUTb TEKYLLIYIO OMepaLmto, Haxas Ha KnaBuaType KHomky “OTmeHa”,
1 [OXAATbCs BO3BpaTa 6aHKOBCKOW KapTbl.

9.Mocne nony4yeHusa Hann4yHbIX AeHEeXHbIX CPeacTs B 6aHkomaTe cnepyet nepecynTaTb 6aHKHOTbI NONUCTHO, y6euvm>c9| B TOM, 4TO 6aHKoBCKas
KapTa 6bina BO3BpaLleHa 63HKOMaTOM, [00>XAaTbCA BblAavyn KBUTaHUUKM NpU ee 3anpoce, 3aTeM NOMOXNUTb UX B CYMKY (KOLIJeI'IeK, KapmaH) n
TOJNTbKO Mocne 3Toro oTxoanTb OT 6aHkomara.

10. CnepyeT coXpaHaTb pacneyataHHble 6aHKOMATOM KBUTaHLUMK A1t NOCNefytoLLell CBepkU yKasaHHbIX B HUX CYMM C BbINMUCKOW No 6aHKOBCKO-
My CYETY.

11. He npucnywmBainTech K COBETaM TPETbUX /UL, @ TaKXe He NPUHUMATE UX MOMOLLb MpY NPOBEAEHNI Onepaumii ¢ 6aHKOBCKOW KapToit B
6aHKomaTax.

12. Ecnu npuw npoBefeHun onepaumii ¢ 6aHKOBCKOI KapToii B 6aHKomaTe 6aHKOMaT He BO3BpaLLaeT 6aHKOBCKYHO KapTy, CieflyeT NO3BOHUTL B
KPeOUTHYI0 OpraHusauuio no TenedoHy, ykasaHHOMy Ha GaHKkomaTte, M O6BACHWTb 0B6CTOSTENbCTBA MPOM3OLUEALLIero, a Takxke crnepyeT
06paTUTLCS B KPEAUTHYIO OpraH13aLmnio — SMUTEHT 6aHKOBCKOM KapTbl (KPeAUTHYHO OpraHu3aLmio, BbiAaBLLyto 6aHKOBCKYHO KapTy), KoTopast
He 6blna BO3BpaLLeHa GaHKOMATOM, ¥ Aanee CNefoBaTh UHCTPYKLMSAM COTPYAHUKA KPeAUTHO OpraHu3aLmu.

PekomeHpaaLmy npu 1cnonb3oBaHMy 6aHKOBCKO KapTbl Ans 6e3HanMyHoi onnaTbl TOBapoB v ycnyr
1. He ncnonb3yitte 6aHKOBCKME KapTbl B OpraH13aLmsix TOProBiv 1 yCyr, He Bbi3bIBaOLLMX AOBEPUS.

2. TpebyiiTe NpoBeaeHUs onepawumin ¢ 6aHKOBCKOI KapToi TOMbKO B Balem npucyTcTBum. ITO HEOOXOAMMO B LIENSAX CHUXKEHWS pUCKa HEMPaBo-
MepHOro nonyyeHuns Balimx nepcoHanbHbIX AaHHbIX, yKa3aHHbIX Ha 6aHKOBCKOW KapTe.

3. Mpu ncnonb3oBaHUM 6AHKOBCKOM KapTbl A8 OMNaTbl TOBAPOB 1 YC/Yr KAacCUp MOXeT noTpe6oBaTh OT BlaaesbLia 6aHKOBCKOW KapTbl Npeio-
CTaBWUTb NAcMopT, nognucath Yek unu Beectu MUH. Mepepn Habopom MUH cnegyeT y6eautbcs B TOM, YTO NOAM, HAXOAsLLUMECS B HeMocpep-
CTBEHHOI 6NM30CTH, HE CMOTYT ero yBuaeTb. [lepen Tem Kak NognucaTh Yek, B 06s13aTeNlbHOM NOPsiAKe NPOBEPLTE CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecnu npwu nonbiTke onnatbl 6aHKOBCKOW KapToii MMena MecTo “HeycreluHas” onepauus, cnefyeT COXpaHUTb OAMH 3K3emnsp
BblJAHHOrO TEPMUHANOM YeKa A1t NoCneayoLLell MpoBepKN Ha OTCYTCTBUE yKa3aHHON ornepawym B BbIMUCKe Mo 6aHKOBCKOMY CYETY.

PexomeHpaumu npu coBepLLeHUn onepaumii ¢ 6aHKOBCKOW KapTol Yepes ceTb VIHTepHeT
1. He ucnonb3yiite MVH npu 3akase ToBapoBs 1 ycnyr Yyepes ceTb VIHTEpHeT, a Takxe no TenedoHy/daxcy.

2. He coobuuainTe nepcoHanbHble faHHble unm nHgopmauuio o 6aHkoBcKoii(om) kapTe (cyeTe) yepes ceTb VIHTepHeT, Hanpumep MUH, naponu
[OCTyna K pecypcam 6aHka, Cpok AeicTBUsS 6aHKOBCKOWM KapTbl, KpeAUTHbIE TMMUTbI, ICTOPUIO OrepaLuii, NepCoHarbHbIe AaHHbIE.

3. C uenbto NpeaoTBpaLLeHNs HeNMpaBOMEPHbIX [AEMCTBUIA MO CHATUIO BCEi CYMMbl AEHEXHbIX CPeACTB ¢ 6aHKOBCKOro cyeTa pekoMeHayeTcs
[J1 OMNaThl MOKYMOK B CeTU VIHTEPHET MCMOoNb30BaTh OTAE/NbHYIO 6AaHKOBCKYHO KapTy (Tak Ha3biBaeMyto BUPTYanbHYHO KapTy) C NpeaenbHbIM
NIMMUTOM, MPefHa3Ha4YeHHYI0 TONbKO A/1s1 yKa3aHHOI Lenn 1 He MO3BO/ISIOLLYIO MPOBOAMTL C €€ 1CMO/b30BaHMeM onepauyy B OpraHmM3aumsx
TOProBAY 1 yCnyr.

4. Cnep,yeT Nnonb30BaTbCA VIHTepHeT-CaVITaMVI TONbKO N3BECTHbIX U MPOBEPEHHbIX Opl'aHVI3aLl,VIl7I TOProB/v n ycnyr.

5. O6s3aTenbHO ybeamTech B NpaBUNbHOCTY aipecoB UHTEPHET-CATOB, K KOTOPbIM MOAKIOYAeTeCh U Ha KOTOPbIX CObMpaeTech COBEPLUUTL
MOKYTKU, T.K. TOXOXWE afpeca MOryT UCMOMb30BaTbCsA A5 OCYLLECTBNEHNS HEMPABOMEPHbIX AeCTBUN.

6. PekomeHayeTCs coBepLUaTh MOKYMKW TOMbKO CO CBOEro KOMMbIOTEPA B LENSAX COXPAHEHWUS KOHMUAEHUMANBHOCTU NEPCOHANbHbIX AaHHbIX
n(unu) nHcopmaumm o 6aHkosckoii(om) kapTe (cueTe).

B cnyyae ecnv nokynka CoBepLUAETCS C UCMOMb30BaHUEM Yy>KOrO KOMIbIOTEPa, HE PEKOMEHLYETCS COXPaHATb Ha HEM NepCOHanbHble faHHble
1 Apyryto nHdopmaLmio, a mocne 3aBepLUeHns BCeX onepawuin Hy>KHO YOeanTbCs, 4TO MepcoHanbHble AaHHble v Apyras nHdopmaLms He coxpa-
HUNMCb (BHOBb 3arpy3us B 6pay3epe web-cTpaHuLy NpoaasLa, Ha KOTOPOi COBEpLUANMCh MOKYMKK).

7. YCTaHOBUTE Ha CBO KOMMbIOTEP aHTMBMPYCHOE MporpammHoe obecredeHre 1 perynsipHo NpousBoauTe ero o6HOBMEeHWe 1 06HOBNEHUe
OPYrux UCnonb3yemblx Bamu nporpamMmmHbIX NpoaykToB (OnepaLMoHHON CUCTEMbI U MPUKNAAHbIX MPOrpamm), 3To MOXET 3aluuTuTb Bac oT
MPOHVKHOBEHWS BPEAOHOCHOIO NPOrpamMmmMHoOro obecrnedyeHus.
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